
1
IOS Quality 
Improvement

Review ProcessReview Process
Best PracticeBest Practice
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Problem StatementsProblem Statements
and Quality Goaland Quality Goal

• Problem Statements:  

– Our customers are not getting the software quality they 
want and expect!

– Defects are found too late in the process

• Quality Goal:

– Reduce Customer Found Defects

http://wwwin-eng.cisco.com/Eng/IOS/IOS_Quality/WWW/
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Cost of Doing Cost of Doing 
“ Business As Usual”“ Business As Usual”

• Increased engineering cost due to effort involved in 
customer-found defects

• Extensive rework rather than continued feature 
development

• Increased effort downstream on defects introduced 
upstream
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CustomerCustomer--Found DefectsFound Defects

Increased engineering cost due to effort involved in 
customer-found defects
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Increased Effort DownstreamIncreased Effort Downstream

Increased effort downstream on defects introduced upstream
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Proposed Best Practice Proposed Best Practice 

Code & Document Reviews
• Review of work products 

(document, design, and code) --
owner and team of peers look for 
open issues and defects

• The type of review (inspection, 
walkthrough, or email) is based on
product criticality and likelihood 
of defects

Inspection

Walkthrough

E-mail 
Review

Likelihood of Defects
e.g., Complexity 
Module Fragility

Developer Inexperience
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When to UseWhen to Use

Inspections
Suitable for higher risk work products 

• Work product is Critical, Complex or Error-prone
• Major development/changes

Formal meeting is conducted with specific rules and roles

Walkthroughs
Suitable for mid-level risk work products 

• Usually early lifecycle products that require discussion on technical content 
(e.g. PRD) 

Structured meeting is conducted; rules & roles are less formal

Email Reviews
Suitable for lower risk work products 

• Non-critical work products
• Minor development/changes to a work product

Virtual meeting is conducted usually via email
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Code and Document Review Code and Document Review 
BenefitsBenefits

• Higher percentage of defects found in 
development phase 

• Lower percentage of customer found defects 

• Increased productivity and reduced 
development and test costs

• Increased resources for feature development
• Higher quality software delivered to the 

customer
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Code and Document ReviewCode and Document Review
BenefitsBenefits

Reviews Training + 
Twenty-four Months

Reviews Training + 
Three Months

0

20

40

60

80 Before Reviews

Reviews Test Post
Release

Percentage of Defects Detected by Approach Over Time
[Rifkin STAR Conference]
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Expected OutcomeExpected Outcome

Project 
Cost

(Run 
Rate)

Time                Schedule

Savings

With Reviews Without Reviews

Savings in Cost and Time

The Front-loaded Costs for Reviews
Reduce Project Costs & Schedule



11
IOS Quality 
Improvement

Return On InvestmentReturn On Investment

hours 37.80 defects 15 defects 15
hourly rate 100.00 cost per defect 5600.00 hours to fix 56.00
cost to detect 3780.00 total cost 84000.00 total hours 840.00

Effort to detect Cost to fix  in the field Effort to fix

to fix to detect Savings ROI
effort (hrs) 840.00 - 37.80 = 802.20 22.2
cost ($) 84000.00 - 3780.00 = 80220.00 22.2

Number of Code Reviews 5
Number of Reviewers 15

Size Time
Total 974 37.8

Average 194.8 7.56

15 Defects detected and corrected in the code.

Pilot Data: to be reformatted

MSSBU – Popeye 2 code Review ROI



12
IOS Quality 
Improvement

Advocates and UsersAdvocates and Users

• Executive Sponsor: 

–<Executive Sponsor & E-mail address>

• Lead Technical Advocates: 

–<Name & E-mail address>

• Process POC: 

–<Name & E-mail address>
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Review Implementation AidsReview Implementation Aids

Process Assets for Code & Document Reviews
• Peer Review Handbook: 

Peer Review Process

Inspection Procedure

• Peer Review Measurements / Metrics Information

• Inspection Training Materials 

• Useful Standards for Peer Reviews

• Business Case for Peer Reviews

http://wwwin-eng.cisco.com/Eng/Quality/Peer_Reviews/Init-SSE-Inspections.htm
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Implementation PrerequisitesImplementation Prerequisites

• Determine criteria for conducting type of review 
(Inspection, Walkthrough, E-mail)

• Include review planning and scheduling dates in 
Execution Commit 

• Commit to 3 hour training course for all engineers

• Determine data collection approach
– Peer Review Tool available or project may select an 

alternate approach

• No equipment or additional resource investments
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Implementation Next StepsImplementation Next Steps

• 1.  Commit to specific measurable targets

• 2.  Assign implementation leader

• 3.  Establish regular progress reporting

• 4.  Socialize importance and reward system

• 5.  Train process

• 6.  Measure implemented practice
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