
1
IOS Quality 
Improvement

Static AnalysisStatic Analysis
Best PracticeBest Practice

Business CaseBusiness Case

(Lead Technical Advocate)(Lead Technical Advocate)

(Executive Sponsor)(Executive Sponsor)



2
IOS Quality 
Improvement v7

Problem StatementProblem Statement
and Quality Goalsand Quality Goals

• Problem Statement: Common coding 
errors that could have been caught and 
removed are shipped with product

Quality Goals:
Reduce Customer-Found Defects

Provide Feature and Maintenance Releases with 
Predictable Schedules and Quality
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Cost of Doing Cost of Doing 
“ Business As Usual”“ Business As Usual”

• Avoidable defects pass through testing 
activities and impact customer

• Avoidable defects cause delays to 
Development Test and following phases, 
thus impacting Schedules
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Avoidable Defects Detected & Avoidable Defects Detected & 
Removed Earlier in DevelopmentRemoved Earlier in Development

Potential Number of Defects Remov ed per Dev elopment Activ ity Group
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Data from 596 Found:src-analysis defects on CSC.sys, CSC.labtrunk, Mullen, 
3/23/01Using RCA Trigger field for where-otherwise found analysis
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Specific Defects Found Specific Defects Found 
Using Static AnalysisUsing Static Analysis

• Null pointers

• Uninitialized memory

• Memory leaks

• Unreachable code

• Errors with macros and 
includes

• Format string errors (C )

• Logging errors (C )

• Ignoring function return 
values

• Array bounds errors



6
IOS Quality 
Improvement v7

Static Analysis Process Static Analysis Process 
is Efficientis Efficient

• Automated Regression Facility (ARF) has filed 1544 
Static Analysis DDTs and Bugs reports between 
February and April 2001 

• 1077 DDTs reports have been entered for CSC.sys, 
CSC.labtrunk, and CSC.ena between April 2000 and 
March 2001 (number of actual “ bugs”  is much
higher)

• Productivity ranges from 1 to 30 minutes per valid 
“ bug”

Data from ARF Static Analysis @ wwwin-arf.cisco.com/arf-sat/ddtsn.html, DDTS (via RCA), 
and interviews with Lakshmankumar Mukkavilli 
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Proposed Static Analysis Proposed Static Analysis 
Best PracticeBest Practice

• Developers apply Software Engineering Solutions 
(SES) Static Analysis Tool suite as an extension of 
code reviews and unit test

SES Static Analysis Tool suite includes FlexeLint, PREfix, 
Sun WS lint and Sun WS cc plus others

• Developers analyze warnings and:
Fix defect, file DDTs entry, or mark as noise

• Developers attach static analysis results log and 
any associated DDTS number(s) to the PDS form or 
associated commit documentation

• SSE measures effectivity of static analysis
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Static Analysis BenefitsStatic Analysis Benefits

• More defects identified in development phase 

• Reduced number of defects found in DevTest and 
subsequent phases 

• Reduced number of customer found defects 

• Increased productivity 

• Increased code stability 

• Increased schedule predictability 
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Pilot Results / Pilot Results / 
Projected BenefitsProjected Benefits

•CSC.{sys, labtrunk, ena} (Apr-00 to Mar-01): 1077 warnings 
entered in DDTs --- null pointers, memory leaks, uninitialized 
memory, and others

Cost:

Run & Analysis: 
67 person-days 
(@ $800/day): 
$54K

Savings:

5% would be customer-
found defects 
($35000/defect)

20% would be dev-test+ 
found defects 
($500/defect)

Cost of delayed 
detection = $2.0M
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Advocates and UsersAdvocates and Users

• Executive Sponsors: <name & e-mail address>

• Lead Technical Advocate: <name & e-mail 
address>

• Business Units Using:

<list adopters>
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Static Analysis Static Analysis 
Implementation AidsImplementation Aids

• Software Engineering Solutions Static Analysis 
Category Home

http://wwwin-ses.cisco.com/staticAnalysis/

(Users Guides for various systems, Training slides, …)

• Automated Regression Facility – Static Analysis

http://wwwin-arf.cisco.com/arf-sat/

(Reports, documentation, scripts, toolkit, …)
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Implementation PrerequisitesImplementation Prerequisites

• Tailor Static Analysis procedure and training

• Analyze suitability of User’s Guide 

• Assign one or two engineers from each 
subsystem to perform the initial review of 
Static Analysis warnings

Typical effort for this initial review is two person-
weeks
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Implementation Next StepsImplementation Next Steps

1. Commit to specific measurable targets

2. Assign implementation leader, sponsors & 
lead practitioners

3. Establish regular progress reporting

4. Socialize importance and reward system

5. Train process

6. Implement practice

7. Measure & Monitor implemented practice
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